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3 billion users
and counting!



The supply chain can be very large



The supply chain can be very large



Customizations can impact users’ privacy and security



Research questions

1. Exploring the Android system apps ecosystem

2. Measuring the consequences of customization             
on users’ privacy and security



1. first large-scale study of pre-installed apps ecosystem

2. temporal evolution of Android’s permission system

3. in-depth analysis of privacy risks of pre-installed apps

Contributions of this thesis



Data collection





Collecting pre-installed apps at scale



Collecting pre-installed apps at scale  (12/09/2022)

1,380,805

apps

127,881

users

1,068

vendors

35,774

devices

32,576

package

names



Supply chain analysis



How to identify app developers?
=============================================================================
Package name: com.google.uid.shared
SHA-2 (APK): 49572bd409287faf62e4049033283da580d849825180e43761619f53affaf6db
-----------------------------------------------------------------------------
Certificate:

Data:
Version: 3 (0x2)
Serial Number:

c2:e0:87:46:64:4a:30:8d
Signature Algorithm: md5WithRSAEncryption

Issuer: C=US, ST=California, L=Mountain View, O=Google Inc.,
   OU=Android, CN=Android

Validity
Not Before: Aug 21 23:13:34 2008 GMT
Not After : Jan 7 23:13:34 2036 GMT

Subject: C=US, ST=California, L=Mountain View, O=Google Inc.,
    OU=Android, CN=Android



How to identify app developers?
=============================================================================
Package name: com.ppswipe.blurewards
SHA-2 (APK): 31623c4a5d08262018409851e00c71fb18422b4b9364eabeb344686d5fcb1b85
-----------------------------------------------------------------------------
Certificate:

Data:
Version: 3 (0x2)
Serial Number:

6f:81:bf:fd:bd:a8:cb:08:d5:c2:3a:2f:05:8b:77:76:34:88:c9:88
Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, ST=California, L=Mountain View, O=Google Inc.,
   OU=Android, CN=Android

Validity
Not Before: Sep 1 21:10:53 2017 GMT
Not After : Sep 1 21:10:53 2047 GMT

Subject: C=US, ST=California, L=Mountain View, O=Google Inc.,
    OU=Android, CN=Android



System apps developer ecosystem

Company name Country # of certificates Certified partner?

Google United States 92 —

Motorola US/China 65 Yes

Asus Taiwan 60 Yes

Samsung South Korea 38 Yes

Huawei China 29 Yes



System apps developer ecosystem

Company name Country # of certificates # of vendors

MediaTek China 19 17

Aeon China 12 3

Tinno Mobile China 11 6

Verizon Wireless United States 10 5

Unknown company — 7 1



Android custom permissions — an example



Custom permissions in system apps

All custom
permissions

Providers

Vendor 3rd party MNO Chipset Security Alliance Browser Other

4,845 (108) 3,760 (37) 192 (34) 195 (15) 67 (63) 46 (13) 29(44) 7 (6) 549 (75)

➔ android.permission.BAIDU_LOCATION_SERVICE

➔ com.digitalturbine.ignite.ACCESS_LOG

➔ …



Custom permissions in core Android apps

All custom
permissions

Providers

Vendor 3rd party MNO Chipset Security Alliance Browser Other

android 494 (21) 410 (9) — 12 (2) 4 (13) — 6 (7) — 62 (17)

com.android.systemui 90 (15) 67 (11) 1 (2) — — — — — 22 (8)

com.android.settings 87 (16) 63 (12) — 1 (1) — — — — 23 (8)

com.android.phone 84 (14) 56 (9) — 5 (2) 3 (5) — — — 20 (10)

com.android.mms 59 (11) 35 (10) — 1 (2) — — 1 (1) — 22 (8)

com.android.contacts 40 (7) 32 (3) — — — — — — 8 (5)

com.android.email 33 (10) 18 (4) — — — — — — 15 (17)



Revealing
partnerships 
through
custom 
permissions
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custom 
permissions



Access to sensitive information

Accessed PII Apps (#) Apps (%)

IMEI 687 22%

IMSI 379 12%

MCC/MNC 552 18%

Operator name 315 10%

SIM state 383 12%

Installed apps 1,286 41%

Phone type 375 12%

Accessed PII Apps (#) Apps (%)

Logs 2,568 84%

Current network 1,373 44%

Data plan 699 22%

Contacts 164 11%

Phone calls 339 11%

Native code 775 25%

Shell commands 563 18%



Dangerous behaviors

➔ Known malware

◆ Triada

◆ Rootnik

◆ Gmobi

➔ But also

◆ Rooting apps

◆ Engineering mode apps

◆ Blockers

◆ …



A case study: apps accessing system logs

➔ System logs can contain private information and are 
protected by the READ_LOGS permission

➔ Listed as “Not for use by third-party applications”

➔ We find system apps with capabilities to access those logs

➔ Some apps have capability to send full system logs to cloud 
services



Takeaways

➔ There is a vast and unexplored ecosystem of pre-installed 
Android apps

➔ A large number of organizations have access to privileged 
partitions on users devices 

➔ Anecdotal evidence of security and privacy abuses



Evolution of the
permission system



Android permission model

Microphone

Contacts

Storage

Location



Temporal evolution of the permission system



Temporal evolution of the permission system

7. preinstalled: grant the permission to any system app that requests it

8. privileged: grant the permission to any privileged app that requests it

12. oem: pre-grant OEM permissions to OEM applications

13. vendorPrivileged: pre-grant vendor permissions to vendor applications



…

…Temporal evolution of the permission system



Flags usage in the wild

➔ Half of the flags are never used in our dataset

➔ 150K+ permissions defined by pre-installed apps with the 
privileged flag

➔ We find third-party pre-installed apps that would be granted 
these permissions



Takeaways

➔ The permission system is becoming significantly larger and 
more complex

➔ Some features could enable privacy and security abuses

➔ Evidence of third-party apps already using these features



Custom permission
behavior analysis



Data sources

2,234,506

apps

52,468

custom

perms

Androzoo
apps

Pre-installed
apps



Prevalence of custom permissions



Prevalence of custom permissions



Prevalence of custom permissions



Attribution — naming and definition conventions

com.samsung

com.sec

com.google

com.huawei



Detecting leaky custom permissions



Detecting leaky custom permissions



Detecting leaky custom permissions



Detecting leaky custom permissions



Detecting leaky custom permissions



Detecting leaky custom permissions

➔ We develop two tools:

◆ permissionTracer: triage apps based on accessed data

◆ permissionTainter: taint analysis to track usage of data

➔ We rely on lists of data sources and sinks



Detecting leaky custom permissions

➔ Ran tools on 96,748 unique apps exposing to 214,943 
protected components

➔ 11% (24,648 components)  access are least one protected API
◆ 1,209 protected by normal permissions

➔ 5 potential PII leaks triggerable by simply sending intent

➔ 212,277 apps do not use their custom permissions



Takeaways

➔ Custom permissions are prevalent both in pre-installed and 
publicly available apps

➔ Despite this, users are kept in the dark and custom 
permissions remain completely opaque

➔ We create and publicly release new tools to audit apps using 
such permissions



Discussion and 
recommendations



Attribution and accountability

➔ No reliable way to attribute pre-installed apps or custom 
permissions to developers

➔ App certificates could be signed by a global authority

➔ Certificates details could be listed on a central repository

➔ Developers should document custom permissions



Privilege escalation due to custom permissions

➔ Difficult to prevent, if possible at all

➔ Two steps approach to spot true positives

◆ Static triage to find potential cases

◆ Taint analysis to weed out false positives



Transparency and user control

➔ Users are kept in the dark

➔ Virtually no user consent to data collection

➔ Details about pre-installed apps and device customizations 
should be publicly available



Impact of our studies



In conclusion

➔ First large-scale study of pre-installed apps ecosystem

➔ Show large amount of stakeholders and their relationships

➔ Demonstrate increasing complexity of permission system

➔ Highlight prevalence of custom permissions and associated 

privacy and security risks for end-users



Open issues and future work

➔ Android framework customization

➔ Privacy and security risks due to native libraries 

➔ Dynamic analysis at scale of pre-installed apps
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