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Video conferencing 
apps are everywhere
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Monitoring using RTP

UDP datagram

RTP Packet

[Header]

Synchronization source
Payload type

Sequence number
RTP timestamp

…

[Payload]

Encrypted media bytes

Possible sources:
Audio (mixed into one stream)
Video (one for each participant)
Screen share

…

Unique for each packet, 
used to detect loss

Used to regroup packets 
into frames
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Headers encryption

What if we lose access to the headers?

Proprietary protocols New standards

Zoom

Michel et al., Enabling Passive Measurement of Zoom Performance in 
Production Networks, ACM IMC’22
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Our contributions
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Media flow detection 
method relying on 

packet timings

Expand state-of-the-
art QoE estimation 
using only packet 
timings and sizes

New directions for 
screen share detection 

and network 
degradation estimation



Detecting media flows
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Relay server

Traffic
monitoring

Sender

Other
participants
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Relay server

Sender

Other
participants

Traffic
monitoring
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Let’s look at the traffic
Microphone on Microphone off

Camera on

Screen share on Screen share off

Camera off
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Let’s look at the traffic
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Microphone on Microphone off

Camera on

Screen share on

Camera off



Passive QoE metrics estimation
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Experiments setup

Control video stream [4] Control video stream
720p 30fps
240p 15fps

Relay server

Media detection
PCAP recording

Receiver Sender

All calls done over Google Chrome
Ground truth from chrome://webrtc-internals
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Inferring media type

Always below 

250 bytes
Always above 

750 bytes

Marked as video retransmission
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Video resolution estimation
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Video resolution estimation

Map function 
based on packet 
arrival rate
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Frame boundaries identification

RTP packet
800 bytes

RTP packet
800 bytes

RTP packet
802 bytes

RTP packet
960 bytes

RTP packet
960 bytes

RTP packet
960 bytes

… …

Frame 
boundary

Sharma et al., Estimating WebRTC Video QoE Metrics Without Using Application Headers, ACM IMC’23
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Frame rate estimation
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What’s next?
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Relay server
Sender

Video flow

Screen sharing detection
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Relay server
Sender

Video flow

Screen share flow

Screen sharing detection
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Screen sharing detection

Tracks split with 
RTP header

Video resolution 
during screen sharing 

is reduced

Screen share
interval

Seen by passive 
estimator 

(no RTP header)
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Passive loss estimation

Packet interval

Frame interval

Ideal conditions:
Two clear modes With network degradation

Retransmission 
increases, disturbing 
the two clear modes

This could be 
leveraged for a 

packet loss score
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Thank you!
jgamba@cisco.com
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Mobile 
networks

Enterprise 
Edge

Local
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Wireless
gateway

Regional 
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Cloud 
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Cameras
and sensors

Factory

Enterprise HQ
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Home
office

BYOD

Modern networks are complicated!
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